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Abstract : 

NOVELTY - Method consists in monitoring a host system parameter (service, component 
utilization) for a predeterm ined event (parameter state change, threshold value overrun) using a 
local satellite system , generating a notification when it happens for a person in a hierarchy, and 

automatically escalating it to a second person according to a set of rules if the first person fails to 
acknowledge within a set time... DESCR! PTION - There are I NDEPENDENT CLAI MS for (1 ) a hierarchy 
notification com puter program , (2) a network parameter monitoring and notification apparatus, 
(3) a monitoring and notification system USE - ji:li|i|!!§ifl! 

hosts. Thresholds may be set on monitored parameters of a host and feed Into an 

acknow ledgment based notification process based on a set of escalation parameters that triggers 

Real-time and historical of the infrastructure data 
reports may be generated. An infrastructure's 

* date is too late though 
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Abstract : 

NOVELTY - A database (86) j$t|i|§$|$j$i£$^ 
|lll|||||||l||i|||:ri|l||l^^ 

of the ports and the devices are monitored, based on the business rules. Any deviation in the 

illlliiiiilil. DESCRIPTION - An INDEPENDENT CLAIM is also included for a method of monitoring the 
operations of the com puter networks... ...USE - For monitoring and surveillance of the 

com puter network such as I nternet according to set of business rules ADVANTAGE - Enables 

efficient monitoring, notifying and reporting on key network devices. Provides round-the-clock 
surveillance of client network. Continuous monitoring is enabled through the use of redundant 

monitoring and administration services The present invention pertains to a method and system 

for real-time monitoring and surveillance of a computer network according to a set of business 
rules that describe system and device operational requirements. The business rules are 

si§i;f;i|siilii§etiisp 

the business rules to network monitoring so that designated users are notified according to 
user defined escalation levels when a device violates a business rule. 

Claims: 

What is claimed is: 1 . A system for monitoring the operations of a com puter network from within 
a client server system which is operatively connected upon the computer network, comprising: 
means for storing and retrieving operational information about ports and devices which are 
connected upon the com puter network: means for storing and retrieving business rules which 
describe intended operations of ports and devices operatively connected to the com puter network: 
means for $|6iilpS|i§:iil|^ 
^ii|i:f|||§i:i|§|^ 

& ; and means for 

com municating alert notifications to personnel according to said notification information when 

the operation of the surveyed ports and devices contradict said business rules. 
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Abstract : 

NOVELTY - The e-mail is transmitted to preselected first recipient, during the occurrence of escalatabie 
fault on a customer computer connected to internet. The fault and e-mai! routing data are stored in a 
relational database. The database is scanned for transmitting another e-mail to second recipient, if 

first article of manufacture comprising computer readable medium storing remote service 

management fault escalation program ; computer architecture: and computer system USE - 

For fault management in computer network e.g. internet and local area network (LAN) used for 

providing remote customer services such as banking services ADVANTAGE - Provides 

custom izable, reliably and timely mechanism for alerting for customer support personnel about the 

occurrence of fault on customer computer using e-mail DESCRI PTI ON OF DRAWI NGS - The 

figure shows the block diagram of the remote service management (RSM) fault escalation system... 

. . . a |§if|§||i|||$j|§|i 
!!!!!!!l|!i!!!ii|l!!l! 

lai:|iSi|:i:i;:iiS^ The fault and the e-mail routing data is stored in a relational 
database. If a recipient of the e-mail does not respond by entering an "incident number" in the 

Cla im s: 

executable instructions in machine readable form, wherein execution of the instructions by one or 
more processors causes the one or more processors to: determine a fault has occurred on a computer 
on the computer network; gather configuration information for each computer system on the 
computer network and storing the information in a database; 

fliliillllriih'ii! 

occurred; send notification of the fault to a first remote support person; if the remote support 

li:$ij§!:|&i:i$8:^ Basic Derwent Week: 200445 
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A process control system includes a high speed serial backbone communications network, 
interconnecting a plurality of microprocessor based nodes that each act as the master to a high speed 
serial branch network comprising device controllers, such as air flow valve controllers and transducers. 
The primary network may operate in a time division multiplex mode whereby a node acting as a 
synchronizing station periodically issues a synchronizing signal that commands each node to execute a 
branch network control sequence, during which each node gathers and operates upon data it collects 
from the device controllers within its branch network, and issues commands based thereon to the 
branch network. An ensuing communications sequence also triggered by the synchronizing signal 
enables il|||hii|i;ii;h|||;i| 

the system for purposes of monitoring and control. Serial ports on each device controller permit 
user access to local device parameters. 



